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Abstract:

Due to unique features of mobile ad hoc networks (MANETs) such as lack of infrastructure, node
mobility, dynamic topology, and unreliable channel transmission, it is very challenging to protect
MANETs from security attacks using key-based security approaches. Thus, the physical layer (PHY)
security approach, which is emerging as a promising technique to solve security problems over
wireless networks, is particularly appealing to MANETs. The basic idea of physical layer security is to
use the inherent randomness of the physical wireless medium to advantage legitimate receivers in order
to achieve secure communications.
In this talk, I will first introduce the idea of the PHY-based security approach, and the secure
communication schemes and corresponding information theoretic characterizations for some basic
physical layer channels. I will then present applications of the PHY-based security approach to
MANETs to achieve secure communication among legitimate nodes under malicious attacks. In
particular, I will describe a novel PHY-based protocol that achieves the optimal secrecy throughput (in
the order sense) of the network. I will finally talk about several future directions.
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